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measurement host constructs an IPMP request 
packet, in so doing sets all words from end of data 
field to end of echo request packet to zero; echo 
request packet includes instructions for recipient 



encapsulates the IPMP request packet in an IP 
datagram and the appropriate link layer protocol 






sends IPMP request packet into network 






When IPMP echo reply packet arrives checksum is 
recomputed 
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FIG 2 



When a host receives a packet with the IPMP 
packet option packet type field set to Echo Redirect 
Request, host acts as redirecting measurement host 



Does Echo 
"Redirect Request packet include Redirect 
*""" Mions data sectiqnj 



return packet to original measurement host with 
Error Return section with error value indicating 
Missing Required Data Elements 




return packet to original 
measurement host with 

Error Return section 
indicating Security Option 
Rejected 



return packet to original 
measurement host with 

Error Return section 
indicating Security Option 
Required 



Construct New IPMP 
Echo Request Packet 
(see FIG 3) 
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FIG 3 



Copy fields from Redirect Options data section 

element of original packet into header "1 



Insert Redirection Host Identification Data data 
section element, if needed 
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Copy Measurement Host Identification Data data 
section element, if present, in original packet into 
new packet 
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Copy Source Address and Port from original packet 
into an Original Sender data section element 



Set IPMP packet Options, Packet Type field to 
Redirected Echo Request 



zero remainder of packet 



set Path Pointer 



compute IPMP packet checksum 
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FIG 4 
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When a host receives a packet with the IPMP 
packet option packet type field with a value 
indicating a Redirected Echo Reply packet, the host 
acts as a redirecting measurement host 




48—j return packet to echo 
£ host with an Error Return 
section indicating 
Security Option Rejected 



Copy Original Sender 
Address/Port to 
Destination Address and 
Port fields of header 



return packet to echo host 
with error value indicating 
Missing Required Data 
Elements 



I Set IPMP packet option Packet Type field to value indicating an Echo Redirect 
Reply packet 
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Set TTL based on IPMP packet option Reverse Path TTL 
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FIG 5 
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On receipt of the IPMP Echo Request packet the 
echoing system constructs the echo reply packet 
from the echo request packet by: 



j exchanging the IP source and destination addresses 



either add Error Return 
data section with value 
(\ indicating Bad Checksum, 
^ may require moving any 
path records already 
present or drop the packet^ 
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optionally inserting a 
path record 



"7| togglt 
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le value of Record 
Path Record field of 
IPMP packet options 
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swap the values of the 
Faux Source/Destination 
Port fields 
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Set the Packet Type field 



the Packet Type field set 
' — ■— *o0? 
YES "- - 



I Set the 



Packet Type field I 



set TTL according to 
^ Reverse Path TTL option 




58c 



calculate the IPMP 
packet checksum 



schedule the packet for 

forwarding taking 
account of the Faux P- , 
type field if appropriate. i_ _ ( 
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FIG 6 
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receiving an IPMP pa 
measurement host, whic 
instructions for a recipi 


;ket constructed by a 
h IPMP packet includes 
sntofthe IPMP packet 






examining a contents of the IPMP packet for 
instructions before forwarding the IPMP packet by a 
network device 






processing the IPMP pac 
instru 


<et in accordance with the 
ctions 
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FIG 7 
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transmitting from a measurement host to a first remote 
network device an IPMP packet requesting a 
measurement test of a link between the first remote 
network device and a second remote network device 

I 



receiving by the first remote network device the IPMP 
measurement test request packet; 

I 



performing a measurement test of the link between the 
first remote network device and the second remote 
network device by sending an IPMP redirected echo 
request packet to the second remote network device 
from the first remote network device 



I 



receiving an IPMP redirected echo request packet by 
the second remote network device, which includes 
instructions for a recipient of the IPMP redirected echo 

request packet, and creating an IPMP echo reply 
packet and including related information in the IPMP 
echo reply packet based on the instructions in the IPMP 
redirected echo request packet 

I 



processing an IPMP echo reply packet received by the 
first remote network device 



forwarding information included in the IPMP echo reply 
packet to the measurement host 
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FIG 8 
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receiving by a first remote network device an IPMP 
packet, which includes an address of a measurement 
host device as a source address, an address of a first 
remote network device as a destination address, a flag 

indicating the IPMP packet is a redirection request 
packet, and a predetermined field with an address of a 
second remote network device as a redirection address 
to which the IPMP packet is to be redirected 



responding to the relabeled IPMP packet by the second 
network device by sending a reply IPMP packet to the 
first remote network device by exchanging the source 

address of the received IPMP packet and the 
destination address of the received IPMP packet in the 
reply IPMP packet 



receiving the reply IPMP packet by the first remote 
network device and relabeling a destination address of 

the reply IPMP packet with the address of the 
measurement host device before forwarding the reply 

IPMP packet to the measurement host device 
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relabeling by the first remote network device, upon 
receipt of the IPMP packet and before forwarding the 
IPMP packet, the source address of the IPMP packet 

with the address of the first remote network device 






relabeling by the first remote network device, upon 
receipt of the IPMP packet and before forwarding the 

IPMP packet, the destination address of the IPMP 
packet with the address of the second remote network 
device 
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FIG 9 
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creating an Internet Protocol Measurement Protocol 
(IPMP) packet by a measurement host 






including in the IPMP packet in a predetermined 
field a start time to live value and a time to live value 






encapsulating the IPMP packet in an IP datagram 
and a predetermined link layer protocol and sending 
the IPMP packet into the network from the 
measurement host 






decrementing the start time to live value by a I 
recipient device of the IPMP packet 
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forward packet to a next 
network device 




decrementing the time to live value by the recipient 
device of the IPMP packet 






initiating one or more predetermined actions at one 
or more subsequent recipients of the IPMP packet 
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FIG 10 
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I creating an IPMP packet by a meas urement host | — ^ 
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including an instruction in the IPMP packet to a 

recipient to process data included in a 
predetermined field in the IPMP packet as a data 
packet 

T 



encapsulating the IPMP packet in an IP datagram 
and a predetermined link layer protocol and sending 
the IPMP packet into the network from the 
measurement host 



1„ 



identifying the IPMP packet upon receipt by a 
recipient network device and examining a contents 
of the IPMP packet for instructions before forwarding 
the IPMP packet by the recipient network device 



processing a contents of the 
predetermined field of the IPMP 
packet as a data packet 




1„ 



processing the IPMP packet as a measurement 
packet 
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FIG 11 
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creating an IPMP packet by a measurement host 
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including in the IPMP packet instructions for a 
recipient of the IPMP packet, which instructions 
includes an instruction to a recipient to process the 
IPMP packet in accordance with an actual packet 
type and an actual port number included in a first 
and second predetermined location, respectively, 
rather than a faux packet type and a faux port 
number that are included in the actual packet type 
and actual port number fields, respectively 
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inserting in a packet type field in the IPMP packet an 
identification indicating the IPMP packet is a faux 
packet type 







inserting in a port number field in the IPMP packet a 
faux port number, inserting in a first predetermined 
field in the IPMP packet an actual packet type, and 
inserting in a second predetermined field in the 
IPMP packet an actual port number 







encapsulating the IPMP j 
and a predetermined link I 
the IPMP packet into 
measuren 


>acket in an IP datagram 
ayer protocol and sending 
the network from the 
lent host. 
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